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Residential security is an essential aspect of ensuring the comfort and
safety of residents. However, the use of conventional systems such as
manual security guards and barrier gates without identity verification is
still commonly found, including at the Mekro Business Center Housing
Complex. Problems arising from these systems include inefficiency, the
potential for unauthorized access, and limitations in manual
surveillance by security personnel. To address these issues, an automated
system is needed to manage residential access in real-time and enhance

overall security. This study aims to develop a security system based on
the Internet of Things (IoT) using an automatic barrier gate equipped
with e-KTP verification via RFID and a sound indicator for real-time
notifications. The system was designed using the Fishbone Diagram
approach as a reference in designing the components and workflow of
the security system. The tools used include an ESP32 microcontroller,
RFID RC522 module, infrared sensor, buzzer, and DFPlayer Mini speaker,
all integrated with the Blynk application and a monitoring website. The
testing process was conducted experimentally using the blackbox
method through a miniature physical prototype simulation in six
different scenarios. Out of 35 total tests, the system responded correctly
30 times under online conditions, achieving a 100% success rate in
scenarios involving authorized access, unauthorized access, intrusion
attempts, emergency access, and control via the application. All tests
under offline conditions failed due to the lack of internet connectivity.
The results show that this system can improve the efficiency and
reliability of automatic access control in residential environments and
support the performance of security personnel.
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1. Introduction

Technological advances in the era of globalization encompass machinery, communications, and
electronics. Modern technology has transformed the way we live, including maintaining residential
security. Security has become a crucial issue due to the rise in crime, such as theft and robbery.
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The rise in crime in residential areas is a serious concern. In the Medan area, 562 cases of
aggravated theft (curat) and 128 cases of violent theft (curas) were recorded in 2023, with residential
areas being the primary target. The lack of a security system is a major contributing factor to crime in
this area. (Antara News, 2023)

The lack of security systems, such as CCTV and security guards, is often the cause of incidents.
One example occurred in the Rorinata Housing Complex in Sunggal. In this case, a gang of thieves
successfully broke into a resident's home and stole a motor vehicle. The lack of security surveillance,
such as the absence of CCTV and security guards, was the primary reason for this incident (Tribun
Medan, 2024).

Conventional security systems, such as manual security, are no longer effective. Internet of Things
(IoT)-based innovations offer solutions by connecting devices for monitoring and rapid response. RFID
technology allows e-KTPs to be used as tags for automatic identity verification, providing enhanced
security. Research by Firmansyah and Cahyono (2022) demonstrated the effectiveness of IoT with its
real-time notification feature via Telegram.

Audible indicators also enhance security by providing early warnings when suspicious activity is
detected. Research by Fakhruddin (2024) supports the efficiency of IoT with an ESP32 microcontroller
in managing security.

Furthermore, interviews with the management of the Mekro Business Center Housing Complex
revealed that the current security system still uses a manual method, with the gate open from 6:00
a.m. to 12:00 a.m. Residents or guests must report to the security post, but this system has significant
shortcomings. The gate is not always strictly monitored, allowing guests to enter without prior
notification, and outsiders such as scavengers or beggars to enter without permission, especially when
the guards are on duty or on break.

Although there have been no criminal incidents in the past five years, the Mekro Business Center
Housing management recognizes that the manual security system has loopholes that could be
exploited by malicious parties. The use of technology such as automatic barriers is considered to
strengthen the security system, expedite the verification process, and still allow collaboration with
security guards as the primary supervisors.

2. Research Methodolgy
The stages in designing a system can be seen in the fishbone diagram in Figure 1.

Needs Analysis

System Design

Program Code Writing

Testing

Figure 1 Fishbone Diagram
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This diagram illustrates the essential steps involved in designing an loT-based security system,

including requirements analysis, system design, coding, testing, and evaluation. Each stage plays a
crucial role in ensuring the system's effective functioning. These stages are further explained below.

1.

Needs Analysis

Needs Analysis: In this stage, researchers collect research-related data and determine the

software and hardware tools to be used in system development. This needs analysis includes

the hardware and software requirements needed to build and test the system. The following
are the software tools used for system implementation and development:

a. Windows 11 Operating System

b. Arduino IDE as a programming platform.

c. Blynk for remote control and monitoring.

The following are the hardware tools required for system implementation and development:

e Laptop as a device for system development and programming

e e-KTP as a user verification tool.

e ESP32 microcontroller as the main controller.

e RFID RC522 for verification.

e Servo motor to open and close the barrier.

e Infrared sensor (IR obstacle) to detect vehicle presence.

e Additional components such as a 0.96-inch OLED display, buzzer, small 8-ohm speaker,

DFPlayer Mini, MicroSD card, LED lights, 220-ohm resistor, push button, double-sided
PCB, magnetic sensor, and jumper cables.
In addition, the author had one crucial requirement: collecting references. The author
collected references in the form of theories used in related research, which served as
sources for the author's research. In this case, these included journals on automatic barrier
gates, residential security, and the ESP32 microcontroller, as well as prototype-based
automated system design. These references served as the basis for system development and
design.

System Design
In the system design stage, the researcher created the system using several Unified Modeling
Language (UML) design models, namely:
* Use Case Diagram: Describes user interaction with the system.
+ Activity Diagram: Describes the system's operational processes.
+ Sequence Diagram: Describes the sequence of interactions between components.
Furthermore, the system is designed to integrate [oT, where the ESP32 microcontroller can
communicate with hardware such as RFID and servo motors, and connect to the Blynk
application to enable remote control and monitoring. As a testing phase, a miniature physical
prototype was created to test and simulate the automatic barrier system, including all
components integrated as needed.
Writing Program Code
In this stage, the system design will be implemented into program code that can be recognized
by a computer. Programming begins using the C++ language through the Arduino IDE
platform. The program code is designed to control each hardware function, such as RFID card
reading, servo motor movement, and sending sound notifications. Implementation is carried
out using the C++ language on the Arduino IDE platform to ensure the system functions
according to the design.

Testing

This testing was conducted to ensure that the prototype built functioned properly and was

free from design and programming errors. This prototype was the result of research conducted

by 30 authors to design and build a miniature system. The testing conducted by the authors
was as follows:

Mekro Bisnis Center IoT-Based Housing Security System with Automatic Barrier Using e-KTP
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a. Prototype Testing and Implementation.
The authors conducted a series of tests on the prototype, including testing each component
on a miniature scale to ensure that everything functioned as expected. This testing was
conducted on the hardware and software used in the prototype, involving the device through
a smartphone application, Blynk. This smartphone was then connected to the internet,
allowing the authors to remotely control the Esp32 microcontroller, which was also connected
to the internet. In this case, the authors used the Blackbox Testing method, which refers to
the operation of the system based on its functional elements. This was to ensure that the
prototype built could function properly and meet its intended purpose in real-world
conditions.
5. Results

At this stage, conclusions were drawn from the development of a prototype IoT-based security
system for protecting residential access using e-KTP verification and voice indicators. This
research was conducted in a simulated environment with a prototype that used hardware and
software that represented real-world conditions at the Mekro Business Center Housing
Complex, without direct on-site implementation. The prototype test results showed that the
system successfully integrated RFID-based e-KTP verification, voice notification, and
automatic barrier control features as designed. However, the testing revealed that the stability
of the IoT connection under unstable network conditions and the system's response to real-
time notifications still needed improvement. Overall, this prototype was effective in
enhancing access security and supporting surveillance. However, further development is
needed to improve the system's reliability to ensure it is more ready for implementation in a
real-world residential environment.

3. Results and Discussion
3.1. Discussion

This research aims to design and develop an IoT-based residential security system that
integrates RFID-based e-KTP verification and audio indicators to provide real-time notifications of
threats and unauthorized access. This system is designed to improve the effectiveness of residential
security and reduce reliance on manual security.

One of the main problems faced by conventional security systems in the Mekro Business
Center Housing Complex is the lack of efficiency and effectiveness in preventing crime. Data shows
that in the Medan area, there were 562 cases of aggravated theft (curat) and 128 cases of violent theft
(curas) in 2023, with residential areas as the primary target (Antara News, 2023). The lack of security
systems such as CCTV and security guards is a major factor contributing to the high crime rate in
residential areas.

Security systems that still rely on manual security have various weaknesses, such as limited
access monitoring and the lack of an early warning system to detect suspicious activity. Manual
security also requires human labor, which can cause delays in responding to security threats.

Furthermore, security systems that are not integrated with modern technology make access
monitoring slow and inefficient. This system also lacks early warning features such as an audible
indicator that can provide real-time notification of unauthorized access. As a result, residents of the
Mekro Business Center Housing Complex are more vulnerable to criminal activity.

Based on these issues, this study proposes the implementation of an IoT-based security system
that incorporates RFID-based e-KTP technology to automatically control entry and exit. Furthermore,
the system will be equipped with an audible indicator as an early warning that can provide real-time
notification of security threats. Thus, it is hoped that this system will be able to improve the security
of the Mekro Business Center Housing Complex more effectively and efficiently.

a. Circuit Block Diagram

In general, the design of an automatic barrier system using an ESP32 microcontroller with

Internet of Things (IoT) technology features authentication using an RFID-based e-KTP and can be
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controlled through the Blynk application. This system enables the automatic opening and closing of
the barrier using a predetermined authentication method. In this feature, the ESP32 microcontroller
serves as a pre-programmed control center. This system has two settings: manual and automatic.
1. Inthe manual setting, the user uses a push button to directly open or close the barrier.
2. Inthe automatic setting, the system reads data from the e-KTP or RFID sensor and controls a
servo motor to automatically open or close the barrier. Access information is displayed on an
OLED LCD screen, and audible notifications are provided via a buzzer.
With this system, the authentication and access management processes can be more secure and
efficient. To facilitate the design, a block diagram was created, as shown in Figure 2 below:

Input Procces Output
RFID Reader Motor Servo
Infrared J OLED
Sensor I Dasplay
Mskrokentroler ESP32
Magmetc L L Bazzer
Sensor —l_‘
DFPlave
Push Button =it ) hlal. =
Mzero $D Coread] Spesk
Card Small Spezker

Figure 2. Circuit Block Diagram

The explanation and function of each block are as follows:

a. ESP32 Microcontroller: Serves as the control center for the entire circuit system. The ESP32
receives data from various sensors and input modules, then processes it to control the output
devices.

b. RFID Reader: Serves to read data from the e-KTP (electronic ID card) and sends it to the
microcontroller for processing as part of the access verification system.

c. Servo Motor: Serves as an actuator that automatically moves the barrier based on commands
from the microcontroller after successful authentication.

d. Infrared Sensor: Serves to detect the presence of objects around the barrier and prevent it from
closing if there are obstacles, thereby increasing user safety.

e. 0.96" OLED Module: Functions to display access status information, such as e-KTP validation,
barrier status, and error indications if problems occur.

f.  Buzzer: Provides audible notifications to indicate success or failure in the authentication
process. For example, a short beep indicates access is accepted and a long beep indicates access
is denied.

g. Magnetic Sensor: Functions to detect unauthorized access to the barrier. If the barrier is
opened without permission, this sensor will send a signal to the microcontroller to provide a
real-time warning and activate an alarm.

h. Push Button: Used as a manual control to directly operate the system, such as opening or
closing the barrier in an emergency.

i.  Small Speaker: Functions to play audio as an audible notification of automatic barrier access,
whether access is accepted or denied.

j.  DFPlayer Mini: An audio file player module that can be used to output sound from the system.
This module receives commands from the ESP32 to play audio files stored on a MicroSD card.

Mekro Bisnis Center IoT-Based Housing Security System with Automatic Barrier Using e-KTP
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k. MicroSD Card: Functions as an audio file storage medium used by the DFPlayer Mini to
provide audible notifications.

b. Use Case Diagram

A Use Case Diagram is a model for the behavior of the information system to be created. A use
case describes the interaction between one or more actors and the information system being developed.
The following is a design of the processes involved in the loT-based Mekro Business Center residential

security system, which includes an automatic barrier using e-KTP verification and a sound indicator.

HSTEM KEAMANAN PERUMAHAN BERSA 55 10T DENGAN PALANG PINTU OTOMATIS
MENOGOUNAXAN VERIFIA 9 E-XTH DAM INDIKATOR SUARA

e

Figure 3. Use Case Diagram

3.2. Result
a. Blynk App

The initial display when creating a new project in the Blynk application can be seen in Figure
4

Figure 4. New Project in Blynk

After the new template is successfully created, select New Device. Once successfully created,
the display will appear as shown in Figure 5.
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Home Socurtty

Figure 5. Initial Blynk Project Display

The Blynk interface can be customized to suit your needs, such as adding buttons, LEDs, and

access information. Figure 6 shows the interface used in this system.

home security «

I~

Figure 6. Security System Project Display in the Blynk Application

Caption for Figure IV.3:

1.

The Lock LED functions as an indicator of the gate's locked status (access is closed).

2. The Open LED functions as an indicator when the gate is open.

3. The Alarm LED will illuminate if unauthorized access occurs or the gate is forced open,
displaying a warning notification on Blynk.

4. The Access ON/OFF button is used by the housing administrator to open or close the gate
remotely.

5. The Full Name, Resident Identification Number, and Access Status columns display data from
the e-KTP card detected by the RFID system.

b. Website

The login page is the main gateway to access the system. Users are required to enter their

registered username and password to log in. This authentication process aims to maintain access
security so that unauthorized individuals cannot access the management system. This is shown in
Figure 7 below.

Mekro Bisnis Center IoT-Based Housing Security System with Automatic Barrier Using e-KTP
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Selamat Datang

Figure 7. Login Display on the Housing Security System Website

After logging in as a user (security guard), users will be directed to a dashboard page that
displays summary information such as total access today, number of registered residents, approved
and denied access, and weekly statistics graphs. This dashboard display is for informational purposes
only and does not provide data management features. This can be seen in Figure 8.

111

Figure 8. User Dashboard Display on the Website

Unlike users, admins have broader access. The admin dashboard displays the same data as
users, but is equipped with navigation buttons to access management features such as card
management, a list of unregistered cards, and resident data settings. This display makes it easier for
admins to control overall system access.

JICT, Vol. 16, No. 2, October 2025: 412-424
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Figure 9. Admin Dashboard Display (Housing Manager)

The access history page displays a complete list of all access activities performed through the
system, whether using RFID, Blynk, or push buttons. Each history record records the full name, NIK
(National Identity Number), access time, and status (accepted, rejected, or unauthorized). To maintain
data security, the NIK and card ID stored in the database are encrypted so they cannot be accessed
arbitrarily. This page can be accessed by both users and admins, as shown in Figure 10 below.

Miweywr Abaes Lareghig T

POREgaegng:

Figure 10: Access History Page Display on the Website

Furthermore, the card management page can only be accessed by admins and is used to
register new resident e-KTP cards, edit user data, or delete access from cards that are no longer in use.
This feature is crucial in ensuring that only verified cards can be used to open the automatic barrier.
To maintain data security, the NIK and card ID are encrypted and can only be viewed by the admin
through the card management page. This can be seen in Figure 11 below.

Mekro Bisnis Center IoT-Based Housing Security System with Automatic Barrier Using e-KTP
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Figure 11: Card Management Page Display by Admin

This "Unregistered Cards" page is also specifically for admins, displaying a list of e-KTP cards
that have been affixed but not yet registered in the system. This feature makes it easier for
administrators to identify invalid cards and can be used to verify data before they are officially
registered. This can be seen in Figure 12 below.

) Tamdah Kartu Baru £ Duftar Kartu Terdaftar

Daftar Kartu Selum Terdale

o et Wbt Scan Teravhi A

18 (s

Figure 12. Unregistered Cards Page Display by Admin

c. Design Implementation Results

The following displays the results of the Mekro Business Center residential security system
based on the Internet of Things (IoT) with an automatic barrier using e-KTP verification and an audible
indicator. This system is designed to automatically manage residents' entry and exit. It can be
monitored via the Blynk application and website, and is equipped with real-time security notifications.
The resulting design can be seen in Figures 13 and 14

JICT, Vol. 16, No. 2, October 2025: 412-424
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Figure 14: Design Result Display (Top View)

The system designed by the researchers has been successfully implemented and according to
plan. The system operates by using an infrared sensor that detects an object approaching the barrier.
When an object is detected, the system displays a message on the OLED screen and plays a welcoming
sound to prompt the user to attach their e-KTP to the RFID. If the affixed card is registered, the system
automatically opens the barrier using a servo motor, the green LED lights up, and the buzzer sounds
briefly to indicate access is accepted. Conversely, if the card is not registered, the system will deny
access, the red LED will illuminate, and a long buzzer will sound as a warning.

Once the object passes the infrared sensor and is no longer detected, the barrier will close
automatically, and the OLED display will return to the home page. If the barrier is opened by force,
the magnetic sensor will activate a continuous buzzer alarm, and a notification will be sent to the Blynk
app. All access activity is also recorded and can be viewed on the website by both the user (security
guard) and the administrator (housing manager).

4. Conclusion

Based on the results of observations and testing of the housing security system conducted by
researchers, the following conclusions can be drawn: The integration of RFID-based e-KTP with IoT
successfully provides more secure and efficient access control. The trial results showed that the system
can automatically distinguish between authorized and unauthorized access and attempted burglaries.
This minimizes the risk of crime because every access is recorded and only residents with registered e-
KTPs can enter. [oT-based sound indicators have proven effective as early warnings. The buzzer system
and DFPlayer Mini provide real-time notifications when unauthorized access or attempted burglaries

Mekro Bisnis Center IoT-Based Housing Security System with Automatic Barrier Using e-KTP
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are detected. This way, residents and security guards can immediately respond to threats. The
implementation of an automated system with loT-based gates can replace some manual guard
functions. Entry and exit access can be controlled automatically, while security guards continue to act
as additional supervisors. This makes the monitoring process faster, more efficient, and less dependent
on security officers. loT-based security systems have been proven to reduce reliance on manual
guarding. With the integration of e-KTP, sound indicators, the Blynk application, and website
monitoring, response to threats is faster, more structured, and more documented. This system improves
the security of the Mekro Business Center housing compared to conventional methods that only rely on
security guards and manual barriers.
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